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(54) DEVICE AND SYSTEM FOR VIDEO INPUT 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a video input device with which the 
propriety of formed digital video data can be certified. 

SOLUTION: This video input device for inputting an image and converting it 
digital is provided with a digital signature generating part C-CODEC for 
generating a digital signature for identifying these digital converted video data 
based on secrecy information (such as a cryptographic key to be used for the 
digital signature system of a public key encipher system, for example), 
specific to this video input device and these video data. Then, concerning the 
formed video data, the digital signature to be generated only by the video 
input device is found and the video data and the digital signature 
corresponding to these video data are defined as the output data of the video 
input device. Thus, any other device excepting for the video input device for 
forming certain video data can not generate the digital signature 
corresponding to these video data and when the output data are revised or 
forged, it can be detected. 



5 » 



5 

C0 

r— 

m 
p 

o 

■< 



Copyright (C); 1 998,2003 Japan Patent Office 
-1 - 



.* noYices * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The image input unit characterized by to have a means generate the information which 
performs a predetermined operation based on one [ at least ] information on the confidential information 
of a proper, and the digital data by which conversion was carried out [ above-mentioned ] to the 
external device connected to the above-mentioned image input unit at the confidential information and 
the above-mentioned image input unit of a proper, and identifies the above-mentioned digital data in the 
image input unit which inputs an image and is changed into digital data. 

[Claim 2] The image input unit according to claim 1 characterized by performing the operation of the 
digital signature method using a public-key-encryption system as the above-mentioned predetermined 
operation. 

[Claim 3] The image input unit according to claim 1 or 2 characterized by performing the above- 
mentioned predetermined operation at least in one side inside [ where it connects with the interior of 
the above-mentioned image input unit, and the above-mentioned image input unit ] an external device. 
[Claim 4] An image input device given in any 1 term of claims 1-3 characterized by having a means to 
perform compression conversion to the digital data inputted and changed into the above-mentioned 
image input device, and a means to control to perform the above-mentioned predetermined operation to 
the data of the result by which compression conversion was carried out [ above-mentioned ]. 
[Claim 5] In the image input system which inputs an image and is changed into digital data To the 
external device connected to the above-mentioned image input system at the confidential information 
and the above-mentioned image input system of a proper, one [ at least ] information on the confidential 
information of a proper, A means to generate the information which performs a predetermined operation 
and identifies the above-mentioned digital data based on the digital data by which conversion was 
carried out [ above-mentioned ], Image input system characterized by having a means to verify whether 
it is that by which surely the digital data by which generation was carried out [ above-mentioned ] was 
generated by the above-mentioned image input system, using the information which identifies the 
above-mentioned digital data. 

[Claim 6] Image input system according to claim 5 characterized by performing the operation of the 
digital signature method using a public-key-encryption system as the above-mentioned predetermined 
operation. 

[Claim 7] Image input system according to claim 5 or 6 characterized by performing the above- 
mentioned predetermined operation at least in one side inside [ where it connects with the interior of 
the above-mentioned image input system, and the above-mentioned image input system ] an external 
device. 

[Claim 8] Image input system given in any 1 term of claims 5-7 characterized by having a means to 
perform compression conversion to the digital data inputted and changed into the above-mentioned 
image input system, and a means to control to perform the above-mentioned predetermined operation 
to the data of the result by which compression conversion was carried out [ above-mentioned ]. 
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JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to an image input unit and image input system. 
[0002] 

[Description of the Prior Art] As for the image input device which inputs an image and forms digital 
image data, or image input system, it is common that highly-minute-izing of image data and high- 
definition-izing, and low cost-ization of equipment or a system are pursued. Therefore, research and 
development in the technique for coding with the sufficient input device of high resolution and 
effectiveness and a miniaturization etc. is done extensively. 

[0003] On the other hand, incorporating the technique of guaranteeing surely the formed digital image 
data having been formed by the image input unit or image input system, as a function was seldom 
considered conventionally. 
[0004] 

[Problem(s) to be Solved by the Invention] Since the image formed in the image input device of an 
analog is analog data, in order to perform an alteration or forgery of the image data, special knowledge, 
capacity, etc. were required and it was rare for an alteration and forgery to be successful as a result. On 
the other hand, in the case of digital image data, since alteration and forgery may have been performed 
comparatively easily, there was a problem that the credibility of image data was low. 

[0005] For example, since the image memorized by the negative film of a film photo is constituted by the 
silver salt molecule, it is difficult the image to detect this and to perform alteration and forgery. On the 
other hand, since the image currently expressed with the digital data consists of bit strings of 0 and 1, 
an alteration and forgery are easy to be performed using a computer. Therefore, the certification 
capacity as a factual proof can say digital image data that credibility is low small, and they have a 
possibility that an application may be limited. 

[0006] It aims at offering the image input unit and image input system which accomplish this invention in 
order to solve such a problem, and enabled it to attest the justification of the formed digital image data. 
[0007] 

[Means for Solving the Problem] The image input device and system of this invention apply the digital 
signature which is a technique for guaranteeing the justification of digital data. According to a guide to 
code theoretical of Eiji Okamoto work (KYORITSU SHUPPAN Co., Ltd.), a digital signature "shows that 
surely the implementer of a message or information created them." That is, when digital data with a user 
and the subject (it is called an entity) who performs a communication link or computation of a 
calculating machine etc. is accepted, it is the digital data used as a proof which shows the fact. 
[0008] The image input device of this invention asks for the digital signature which can generate only an 
image input device from the formed digital image data, and uses the image data itself and the digital 
signature corresponding to it as the output data of an image input device. And in the image input system 
of this invention, the entity which received the above-mentioned output data checks whether the 
correspondence relation between image data and a digital signature is realized correctly, and the data 
with which the relation corresponding to the right is not accepted presuppose that it is not just. 



-3- 



'[0009J When anythings other than the image input device which forms a certain digital image data can 
generate the digital signature corresponding to the image data with an above-mentioned means and an 
alteration and forgery are made to output data, it becomes possible to detect it. Therefore, it becomes 
possible to guarantee that surely the image data was generated by the image input device, and the 
certification capacity as a factual proof can be given to digital image data. 
[0010] 

[Embodiment of the Invention] 

[1st operation gestalt] This operation gestalt explains the case where it has public key encryption as 
confidential information of a proper inside an image input unit, using public key encryption as an 
algorithm of a digital signature. However, this is one example and what has a means to generate the 
information which identifies former information based on former information and confidential information 
instead of the digital signature algorithm using public key encryption is altogether contained in this 
operation gestalt. 

[001 1] Below, public key encryption is explained first. Next, about the configuration of an image input 
device, it explains and a concrete procedure in case the image input device of this operation gestalt 
which applied the digital signature using public key encryption generates a digital signature is described. 
Finally, a concrete procedure when verifying the digital signature is explained as a part of function of 
image input system. 

[0012] While a cryptographic key and a decode key exhibit a cryptographic key unlike public-key- 
encryption public key encryption, it is the cipher system which holds a decode key secretly. Public key 
encryption can realize an authentication function for an addressee to check that the transmitting person 
of the sent correspondence not being a charlatan and its correspondence are not altered, and is 
considered to be the leading technique of realizing a digital signature. 

[0013] For example, it is the open cryptographic key kp to Correspondence M. Encryption actuation 
performed by using is set to E (kp, M), and it is the secret decode key kS. If decode actuation performed 
by using is set to D (kS, M), a public-key-encryption algorithm will fulfill the following two conditions first. 

(1) Cryptographic key kp When given, count of the encryption actuation E (kp, M) is easy. Moreover, 
decode key kS When given, count of the decode actuation D (kS, M) is easy. 

(2) A user is the decode key kS. If it does not know, it will be a cryptographic key kp. Even if it knows 
the computational procedure and C=E (kp, M) of the encryption actuation E (kp, M), it is difficult to 
determine Correspondence M in respect of computational complexity. 

[0014] Next, in addition to the conditions of the above (1) and (2), when the following conditions of (3) 
are satisfied, a secret communication function is realizable. 

(3) The encryption actuation E (kp, M) can be defined to all the correspondence (plaintext) M, and D(kS, 
E (kp, M)) =M is materialized. That is, cryptographic key kp It is the decode key kS that D (kS, E (kp, M)) 
can be calculated and Correspondence M can be obtained although everyone can calculate encryption 
actuation E (kp, M) since it is opened to the public. He is only him who has. 

[0015] On the other hand, in addition to the conditions of the above (1) and (2), an authentication 
function is realizable when the following conditions of (4) are satisfied. 

(4) The decode actuation D (kS, M) can be defined to all the correspondence (plaintext) M, and E(kp, D 
(kS, M)) =M is materialized. 

[0016] That is, it is the decode key kS that count of the decode actuation D (kS, M) can be performed. 
He is only him who has. Even if other men turn into him who calculates D (kS M) using fake private key 
kS \ and has the decode key kS and clear up, it is E (since it is kp and D(kS M) !=M, an addressee can 
recognize that the received information is unjust.). Moreover, even if the value of D (kS, M) is altered, it 
is set to E(kp, D(kS, M) ') !=M, and an addressee can check that the received information is unjust. This 
decode actuation D (kS, M) is called the digital signature to Correspondence M. 

[0017] A typical public key cryptosystem is held to below. As a method which can ** performing above- 
mentioned secret communication and an authentication communication link RSA cryptograph (R.) 
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'[ L.Rivest, ] [ A.Shamir ] and LAdleman: "A method of obtaining digital sinnatures and public key 
crypto systems" and Comm.of ACM 1987, R code (M. Rabin: "Digitalized signatures and public-key 
cryptosystems", MIT/LCS/TR -212, and Technical Report MIT.1979), W code (H. C.Williams: "A 
modificationof the RSA public-key encryption procedure" 6 IEEE Trans.Inf.Theory, IT-26, and 1980), MI 
code 0 [ Matsumoto and Imai: "the new algorithm of a public-key-encryption system", Shingaku Giho, IT 
82-84, ] [ 1982;T.Matsumoto and H.Imai:"A class of asymmetriccryptosystems ] There are based on 
polynomials overfinite rings", IEEE International Symp.on Infomation Theory, 1983, etc. 
[0018] moreover, as a method only whose secret communication is possible MH code (R.) [ C.Merkle 
and ] M. E.Hellman: "Hidding infomation and signatures in trapdoor knapsacks", IEEETrans.Inf.Theory, IT- 
24, and 5 and 1987, GS signal (A.) [ Shamir and R.E.Zippel: "On the security of the Merkle-Hellman 
cryptographic schme", ] [ IEEE Trans.Inf.] Theory, IT-26, and 3 and 1980, CR code (B.) [ Chorand 
R.LRivest:"A ] knapsack type public key cryptosystems based on arithmetric in finit field" and 
Proc.Crypto84, M code (R.) [ J.McEliece:"A ] public-key cryptosystem based on algebraic cording 
theory"DSN Progress Rwp., Jet Propulsion Lab., 1978, E code (T. E.EIGamal: "A Public key 
cryptosystem and a signature scheme based on discretre logarithm", Proc. Crypto. 84, and 1984), There 
is a T code (12 on the other hand Shigeo Tsujii, formula", Shingaku Giho, IT85- using "matrix 
decomposition 1985) etc. [ Public key encryption ] 

[0019] furthermore, as a method which can perform only an authentication communication link S code 
(A.) [ Shamir:"A fast ] signature scheme", Report MIT/LCS/TM -107, MIT laboratory for computer 
science, Cambridge, Mass., and 1978, L code 0 [ KLieberherr:"Uniform ] complexity and digital 
signature", Lecture Notes in Computer Science 115 Automata, Language and programming, Eighth 
CoiloquiumAcre, Israel, and 1981, A GMY code (S. Goldwasser, S.Micali and A.Yao: "Strong signature 
schemes", ACM Symp.on Theory of Computing, 1983), GMR code (S. S.Micaliand R.L.Rivest: 
[ Goldwasser and ] "A "paradoxical" solution to the signature problem") [ ACM Symp] on Foundation of 
Computer Science and 1984, OSS code (H.) [ Ong, ] [ C.P.Schnorr ] and A.Shamir.: "An efficient 
signature scheme based on quadratic equation", ACMSymo.on Theory of Computing 1984, and OS code 
(Okamoto — ) Shiroi, the digital signature method by :" polynomial operation, IEICE TRANSACTIONS (D), 
J68-D, 5, and 1 985;T.Okamoto There are and A.Shiraisi: "A fast signature scheme based on quadratic 
inequaliteis", IEEE Symp.on Theory of Computing, 1984, etc. 

[0020] The image input device of this operation gestalt which applied the digital signature using the 
configuration, next the above public key encryption of an image input device is explained using drawing 
1 . Each square block shown in drawing 1 is the component of a functional order, and the line which 
connects them expresses a control bus and a data bus. imaging method is the image pick-up section, it 
photos the target photographic subject, changes it into an electrical signal, performs suitable signal 
processing, A/D-conversion processing, an image processing, information source coding processing, etc., 
and outputs digital data. 

[0021] CPU is a central processing unit and performs predetermined count and control according to the 
control software memorized by memory for control program. Above-mentioned memory for control 
program is the memory section, and memorizes the above-mentioned control software fair, work 
memory It is the memory section and is used for a working-level month for CPU to calculate, operation 
switch is a control unit and is for the user who uses equipment to input various directions. 
[0022] motor It is a device right hand side and the mechanical device of operation which is not 
illustrated according to control of CPU is controlled, memory for recorded data is the memory section, 
and records the image data which this equipment outputs, or its part, external I/F is the interface 
section with external devices, such as a computer or removable memory, and communicates image data, 
the control software, etc. between the above-mentioned external devices. C-CODEC It is the digital 
signature generation section and the digital signature to the inputted digital data is generated. 
[0023] In such a configuration, the basic actuation in an image input is as follows. That is, when photoing 
a certain object and performing an image input, an operator inputs the directions from a control unit 
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• 1 

•operation switch. CPU follows the photography directions and the control software memorized by 
memory section memory for control program, and is the image pick-up section imaging method and the 
device right hand side motor. It is digital signature generation section C-CODEC about the digital data 
of the image which controlled, photoed the object and was formed of the photography. It inputs. Digital 
signature generation section C-CODEC The digital signature corresponding to the inputted digital data 
is generated. 

[0024] And the digital signature corresponding to the image data and it which were formed by doing in 
this way is recorded on memory section memory for recorded data according to the directions from an 
operator, or is sent to an external device through interface external I/F with an .external device, or the 
both are performed. In addition, once the digital data photoed and formed was recorded on memory 
section memory for recorded data, it is digital signature generation section C-CODEC. It may be 
inputted. 

[0025] Next, the digital signature using public key encryption is applied to the above image input devices, 
and the case where it has a private key as confidential information of a proper in equipment is explained. 
[0026] It is [ private key / (decode key) / of the image input device by this operation gestalt / algorithm 
/ skcam and / digital signature generation ] Ecam about pkcam and a digital signature verification 
algorithm in Dcam and a public key (cryptographic key). It carries out. Private key skcam Digital 
signature generation algorithm Dcam Digital signature generation section C-CODEC It memorizes inside. 
Moreover, public key pkcam Digital signature verification algorithm Ecam It is known by the entity (it is 
called a verification person) which checks the justification of data at least. 

[0027] In the above image input devices, a concrete procedure in case a digital signature is generated is 
as follows. 

[0028] The digital image data I formed with the image input device of a digital signature generation book 
operation gestalt are digital signature generation section C-CODEC. It is inputted. Digital signature 
generation section C-CODEC Private key skcam memorized to the interior Digital signature generation 
algorithm Dcam Dcam (skcam, I) is calculated by using and it outputs as a digital signature. And the 
image data I and digital signature Dcam (skcam, I) which are obtained by doing in this way are recorded 
on memory section memory for recorded data, it is sent to an external device through interface external 
I/F with an external device, or the both are performed. 

[0029] Moreover, a concrete procedure which verifies whether image data and the digital signature 
corresponding to it are the images which surely were inputted by the above-mentioned image input unit 
is as follows. In addition, the whole system also including the procedure of the verification which is 
described below in addition to an image input unit is called image input system. 

[0030] The verification person who thought digital signature D cam (skcam, I) to be digital signature 
verification image data I' is a public key pkcam. Digital signature verification algorithm Ecam It uses and 
is I-Ecam (pkcam and D'cam (skcam, I)). 
It checks whether it is **********. 

[0031] Here, when an upper type is materialized, received image data I' is the image data I photoed with 
the above-mentioned image input device. On the other hand, when an upper type is not materialized, 
received image data I' is the image which is not the image data I photoed with the above-mentioned 
image input device. That is, it can be judged that it is not image data which the value of D'cam (skcam, I) 
is the case of 5 l c5 l c5 l c3 M e5 M C2 l c , was photoed [ from which the value of Dcam (skcam, I) differs, or both image 
data T and digital signature D cam (skcam, I) differ ] with the above-mentioned equipment, and were 
formed. 

[0032] [2nd operation gestalt] This operation gestalt explains the case where it has the private key of 
public key encryption as confidential information of a proper in the external device connected to an 
image input unit, using public key encryption as a digital signature algorithm, using drawing 1 . 
[0033] It is Dman about skman and a digital signature generation algorithm in the private key stored in 
the pocket equipment (not shown) as an external device described below in this operation gestalt. It is 
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*Eman about pkman and a digital signature verification algorithm in the public key which corresponds by 
carrying out. It carries out. Moreover, the above-mentioned pocket equipment is an information 
processor of a pocket mold, and is connected to an image input unit through interface external I/F with 
an external device in the case of photography. The entity (it is called a verification person) which 
checks the justification of image data is the digital signature verification algorithm Eman. Public key 
pkman It knows. 

[0034] The basic actuation in an image input is as follows. That is, when photoing a certain object and 
performing an image input, the above-mentioned pocket equipment is connected to interface external 
I/F with the external device in an image input unit, and a photography person is a control unit operation. 
Directions of photography are inputted from switch. CPU follows the control software remembered to be 
the photography directions by memory section memory for control program, and is the image pick-up 
section imaging method and the device right hand side motor. It is the digital data of the image which 
controls, photos an object and is acquired by that cause Digital signature generation section C-CODEC 
It inputs. 

[0035] CPU and pocket equipment communicate through interface external I/F with an external device. 

Thereby, it is digital signature generation section C-CODEC. Private key skman memorized by pocket 

equipment Digital signature generation algorithm Dman It obtains and asks for the digital signature to the 

image data formed by above-mentioned carrying out photography using such information. 

[0036] Thus, the digital signature corresponding to the image data and it which were formed is recorded 

on memory section memory for recorded data according to the directions from an operator, or is sent to 

an external device through interface external I/F with an external device, or the both are performed. In 

addition, once the digital data photoed and formed was recorded on memory section memory for 

recorded data, it is digital signature generation section C-CODEC. It may be inputted. 

[0037] In the above image input devices, a concrete procedure in case a digital signature is generated is 

as follows. 

[0038] The digital signature generation CPU minds interface external I/F with an external device, and is 
a private key skman from pocket equipment. Digital signature generation algorithm Dman The memory 
section work memory in an image input unit It downloads to CPU. Next, Dman (skman, I) is calculated 
using the digital image data I formed within the image input device, and it is outputted as a digital 
signature. And the image data I and digital signature Dmam (skmam, I) which are obtained by doing in 
this way are recorded on memory section memory for recorded data, it is sent to an external device 
through interface external I/F with an external device, or the both are performed. 

[0039] Moreover, a concrete procedure which verifies whether it is the image as which image data and 
the digital signature corresponding to it were inputted when surely above pocket equipment was 
connected is as follows. 

[0040] The verification person who received digital signature verification record data (it considers as 
image data I' and digital signature D'man (skman, I)) is the digital signature verification algorithm Eman. 
Public key pkman It uses and is I -Eman (pkman and D'man (skman, I)). 
It checks whether it is **********. 

[0041] Here, when an upper type is materialized, image I' of record data is the image I photoed when the 
above-mentioned pocket equipment was connected. On the other hand, when an upper type is not 
materialized, image Y of record data is the image which is not the image I photoed when the above- 
mentioned pocket equipment was connected. That is, it can be judged that the value of D'man (skman, I) 
is not image data with which the value of Dman (skman, I) was photoed when it was the case of 
******** from which it differs or both image data Y and digital signature D'man (skman, I) differ and the 
above-mentioned pocket equipment was connected. 

[0042] Therefore, in such image input system, if pocket equipment supports accuracy with the 
photography person at one to one, the system which guarantees that it is the image which the 
photography person photoed is realizable. 
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-[0043]' [3rd operation gestalt] With this operation gestalt, while having the private key of public key 
encryption as confidential information of a proper in the external device connected to an image input 
unit, using public key encryption as a digital signature algorithm, the pocket equipment has arithmetic 
proficiency and the case where the necessary procedure is taken for digital signature generation as 
follows is explained using drawing 1 . 

[0044] The digital signature generation CPU sends the digital image data I formed within the image input 
device to pocket equipment through interface external I/F with an external device. Pocket equipment is 
the private key skman memorized to the interior. Digital signature Dman (skman, I) is calculated from the 
sent image data I using the digital signature generation algorithm Dman, and it is sent to an image input 
unit through interface external I/F with an external device. 

[0045] And the image data I and digital signature Dman (skman, I) which were obtained by doing in this 
way are recorded on memory section memory for recorded data, it is sent to an external device through 
interface external I/F with an external device, or the both are performed. 

[0046] Since it is the same as the operation gestalt of the digital signature verification 2nd, explanation 
is omitted. 

[0047] [4th operation gestalt] This operation gestalt explains the case where both an image input unit 
and the pocket equipment which is the external device have the private key of public key encryption as 
confidential information of a proper, respectively, using drawing 1 , using public key encryption as a 
digital signature algorithm. In addition, processing of this operation gestalt is the same as the 1st 
operation gestalt and the 2nd operation gestalt except for the following digital signature generation and 
processing of verification. 

[0048] The digital signature generation CPU minds interface external I/F with an external device, and is 
a private key skman from pocket equipment. Digital signature generation algorithm Dman The memory 
section work memory in an image input unit It downloads to CPU. Next, Dman (skman, I) is calculated 
from the digital image data I formed within the above-mentioned image input device, and it is the count 
result Digital signature generation section C-CODEC It inputs. 

[0049] Digital signature generation section C-CODEC To the inputted data Dman (skman, I), count of 
Dcam (skcam and Dman (skman, I)) is performed, and the count result is outputted as a digital signature. 
Thus, the image data I and digital signature Dcam (skcam and Dman (skman, I)) which were formed are 
recorded on memory section memory for recorded data, or are sent to an external device through 
interface external I/F with an external device, or the both are performed. 

[0050] Moreover, a concrete procedure whose image data and digital signature corresponding to it verify 
whether it is the image inputted with the above-mentioned image input unit when surely the above- 
mentioned pocket equipment is connected is as follows. 

[0051] The verification person who received digital signature verification record data (it considers as 
image data I' and digital signature D'cam (skcam and Dman (skman, I))) It is the digital signature 
verification algorithm Ecam of a proper to an image input device. A public key pkcam And it is the digital 
signature verification algorithm Eman of a proper to pocket equipment. Public key pkman It uses and is 
I -Eman (pkman and Ecam (pkcam and D'cam (skcam, Dman (skman, I)))). 
It checks whether it is **********. 

[0052] Here, when an upper type is materialized, image I' of record data is the image photoed when the 
above-mentioned pocket equipment was connected with the above-mentioned image input unit, but 
when an upper type is not materialized, it can be judged that it is a different image. 
[0053] In addition, with the above-mentioned operation gestalt, although the sequence of digital 
signature generation was the order of an image input unit next with pocket equipment first, it is also 
possible to make it reverse and the sequence of verification also becomes reverse in that case. 
Moreover, it is also possible to generate and verify without relation the data with which both an image 
input device and pocket equipment signed in the sequence. Furthermore, digital signature generation 
algorithm Dman of pocket equipment It memorizes inside the image input unit and is a private key skman. 
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• It is also memorizable to pocket equipment. 

[0054] [5th operation gestalt] Next, the case where a digital signature is generated to the data which 
compressed it instead of the image data to record using compression technology is explained. Here, 
suppose that compression conversion is expressed with c. The entity (it is called a verification person) 
which checks the justification of image data knows this compression conversion c. others — above- 
mentioned the 1- it is the same as that of the 4th operation gestalt. 

[0055] The digital signature generation CPU performs count of c (I) to the digital image data 1 formed in 
the image pick-up section imaging method in an image input device, and uses compressed data c (I) 
obtained by that cause instead of the image data I. other processings — above-mentioned the 1- it is 
the same as that of the 4th operation gestalt. For example, if it is based in the case of the 1st operation 
gestalt and explains, the image data I and digital signature Dcam (skcam, c (I)) will be recorded on 
memory section memory for recorded data, it will be sent to an external device through interface 
external I/F with an external device, or the both will be performed. 

[0056] Digital signature verification record data (the verification person who received image data I' and 
digital signature D'cam (referred to as skcam and c (I)) uses the digital signature verification algorithm 
Ecam and a public key pkcam, and is c(I') =Ecam (pkcam and D'cam (skcam, c (I)))) 
It checks whether it is **********. In addition, if the verification person knows the inverse 
transformation c-1 of compression conversion, it is I-c-1 (Ecam (pkcam and D'cam (skcam, c (I)))). 
** may be checked for whether it is **********. 

[0057] Here, when an upper type is materialized, image V of record data is the image photoed with the 
above-mentioned image input unit. On the other hand, when an upper type is not materialized, image I' 
of record data is the image which is not the image I photoed with the above-mentioned image input unit. 
That is, the value of D'cam (skcam, c (I)) is Dcam (the values of sk<SUB>cam and c (I) differ, or it is the 
case of ******** from which both image data V and digital signature D'cam (skcam, c (I)) differ, and it 
can be judged that it is not image data photoed and formed with the above-mentioned image input 
device.). 

[0058] [6th operation gestalt] With this operation gestalt, a digital camera is taken up as an example of 
an image input device, and the case where both a digital camera and pocket equipment have the private 
key of public key encryption as confidential information of a proper, respectively is explained using 
drawing 2 , using public key encryption as a digital signature algorithm. 

[0059] Each square block shown in the block diagram 2 of a digital camera is the component of a 
functional order, and the line which connects them expresses a control bus and a data bus. IMG is the 
image pick-up section, photos the target photographic subject and changes it into an electrical signal. 
PRC is the image-processing section, performs suitable signal processing, A/D-conversion processing, 
an image processing, information source coding processing, etc. to the electric video signal formed in 
the above-mentioned image pick-up section IMG, and forms the digital data used as the output from a 
digital camera. 

[0060] CPU is a central processing unit, performs predetermined count according to the control 
software memorized by ROM, using DRAM as a calculating field, and controls the whole camera through 
a bus. Above ROM is read, is the memory section of dedication and memorizes the control software 
required for control of a camera of a control program, a compression conversion, an indicative data, etc., 
etc. Above DRAM is the memory section which can be written and is used for a working-level month for 
CPU to calculate. 

[0061] STRG is the memory section and records the photoed image data, voice data, or its part. CODEC 
is the digital signature generation section, has memorized the private key and the signature generation 
algorithm, and generates the digital signature to inputted digital one and image data using these. 
[0062] It is an interface based on [ based on an interface with an external device in I/F ] PCMCIA 
specification with an external device in PCMCIA, and the image input device of this operation gestalt 
communicates image data, the control software, situation data, etc. with external devices, such as a 
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•computer and memory, through these interfaces. Media Interface Connector is the voice input section, 
collects voice and changes it into an electrical signal. A display and LED are lamps, a control unit and 
LCD output and input information which a user needs using these, and OP-SW operates a camera. 
[0063] In such a configuration, the basic actuation in an image input is as follows. That is, when photoing 
a certain object and performing an image input, pocket equipment is connected to interface I/F with the 
external device in a camera, and a photography person inputs directions of photography from control 
unit OP-SW. 

[0064] CPU and pocket equipment communicate through interface I/F with an external device, and ask 
for the digital signature to the image photoed and formed and the data which compressed the audio 
digital data using the private key memorized by pocket equipment, a digital signature generation 
algorithm, and the private key and digital signature generation algorithm which are memorized in the 
camera. 

[0065] The image data which carried out [ above-mentioned ] photography, and the recorded voice data 
are recorded on the memory section STRG according to the directions from an operator, or is sent to 
an external device through an interface with an external device, or the both are performed. In addition, a 
digital signature may be generated once the digital data recorded [ was photoed and ] and formed is 
recorded on the memory section STRG. 

[0066] Here, it is [ algorithm / in the digital camera of this operation gestalt / digital signature 
generation / private key / Dean and ] pkcam about Ecam and a public key in skcam and a digital 
signature verification algorithm. It carries out. The above-mentioned digital signature generation 
algorithm Dcam Private key skcam It memorizes inside the digital signature generation section CODEC. 
Moreover, the compression conversion algorithm h is memorized by ROM. 

[0067] Moreover, it is Dman about skman and a digital signature generation algorithm in the private key 
stored in pocket equipment. It is Eman about pkman and a digital signature verification algorithm in the 
public key which corresponds by carrying out. It carries out. It is the digital signature verification 
algorithm Ecam of a proper to the above-mentioned digital camera. The algorithm Eman of digital 
signature verification of a proper to a public key pkcam and the above-mentioned pocket equipment, and 
a public key pkman and the compression conversion algorithm h are known by the entity (it is called a 
verification person) which checks the justification of data at least. 

[0068] In the above digital cameras, a concrete procedure in case a digital signature is generated is as 
follows. 

[0069] The digital signature generation CPU generates Data Dcam (skcam, h (I)) from the digital image 
formed with the digital camera, and voice data I, and sends it to pocket equipment through interface I/F 
with an external device. Pocket equipment is a private key skman. A digital signature generation 
algorithm and Dman It uses, count of Dman (skman and Dean (skcam, h (I))) is performed using the sent 
data Dcam (skcam, h (I)), and the count result is sent to a camera through interface external I/F with an 
external device. 

[0070] And the digital data I and digital signature Dman (skman and Dcam (skcam, h (I))) which were 
formed by doing in this way are recorded on the memory section STRG, it is sent to an external device 
through the interface PCMCIA with an external device, or the both are performed. 
[0071] Moreover, a concrete procedure whose digital signature corresponding to the data and it which 
were photoed verifies whether it is data photoed with the above-mentioned camera when surely the 
above-mentioned pocket equipment is connected is as follows. 

[0072] Digital signature verification record data (the verification person who received digital data I' and 
digital signature D man (referred to as skman and Dcam (skcam, h (I)))) It is the digital signature 
verification algorithm Eman of a proper to pocket equipment. A public key pkman The digital signature 
verification algorithm Ecam of a proper, and a public key pkcam and the compression conversion 
algorithm h are used for a camera, and it is h(D =Ecam (pkcam and Eman (pkman and D'man (skman and 
Dean (skcam, h ())))). [ I] ) — 
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-It checks whether it is **********. 

[0073] Here, when an upper type is materialized, record data I' is data photoed with the above- 
mentioned camera, when the above-mentioned pocket equipment is connected. On the other hand, when 
an upper type is not materialized, record data Y is data which are not the data I photoed with the above- 
mentioned camera, when the above-mentioned pocket equipment is connected. That is, it can be judged 
that the value of D'man (skman, I) is not data by which the value of Dman (skman, I) was photoed with 
the above-mentioned camera when it was the case of ******** from which it differs or both digital data 
I' and digital signature D'man (skman, I) differ and the above-mentioned pocket equipment was 
connected. 

[0074] [other operation gestalten] — the 1- explained above — all the image input units and image 
input system which are obtained in the combination of the 6th operation gestalt are contained in the 
object of this invention. The conceptual diagram of the image input system which also includes the 
procedure of verification in addition to an image input unit is shown in drawing 3 . 
[0075] drawing 3 — setting — image input device — the 1- the image input unit of the 6th operation 
gestalt, and portable device is pocket equipment and these are connected through external I/F. 
Moreover, check device is the equipment for performing digital signature verification processing, and 
portble device2. portable device It is the same pocket equipment and connects through I/F. 
[0076] For example, verification equipment check device is the digital signature verification algorithm 
Ecam of a proper to an image input device. It is the digital signature verification algorithm Eman of a 
proper to a public key pkcam and pocket equipment. Public key pkman The read personal computer or 
the above-mentioned digital signature verification algorithm Ecam A public key pkcam and the above- 
mentioned digital signature verification algorithm Eman Public key pkman It is the bar SONARU 
computer which connected the stored pocket equipment portable device2. 

[0077] Image It is the object of photography and an image input device is the candidate Image for 
photography. The digital image data photoed and formed are I. In addition, pocket equipment portable 
device equivalent to the above-mentioned pocket equipment portable device2 The image input unit 
image input device connected through external I/F is able to turn into verification equipment check 
device. 

[0078] The image data I are digital signature (if [ required ] and since it be compressed and curves) 
generation section C-CODEC. It reaches, interface external I/F with an external device is minded, and it 
is pocket equipment portabledevice. It is inputted at least into one side, or is digital signature generation 
section C-CODEC. It is outputted and inputted between interface external I/F, or the both are 
performed. 

[0079] O The notation of + enclosed with the mark shows the processing which compounds an input, 
and is digital signature generation section C-CODEC. And pocket equipment portable device The final 
output from at least one side and the image data I are compounded and outputted. The example of the 
output form at this time is shown in drawing 4 . Drawing 4 is in the condition which the digital signature 
to the image data I and its image data I is connected, and is made into the bundle. 
[0080] In addition, with the above operation gestalt, the digital signature to the image data I and its 
image data I was outputted. On the other hand, what is necessary is to record only a digital signature, to 
send to an external device, or just to perform the both, if the image data I are not compressed when 
using the algorithm which can restore the information on original from a digital signature like RSA 
cryptograph. The example in this case is shown in drawing 5 . Moreover, the example of the output form 
at this time is shown in drawing 6 . 

[0081] In addition, the object of this invention is not restricted to the digital camera stated with the 6th 
operation gestalt. For example, this invention can be applied to image input units, such as a scanner, a 
copying machine, facsimile, a filing system, and OCR equipment, and all image input system including the 
verification means corresponding to them is contained in the object of this invention, moreover, 
information also with the target data common [ not only an image but voice, text, etc. ] — application 
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******* — things cannot be overemphasized. 
[0082] 

[Effect of the Invention] As explained above, when according to this invention what is not an operator 
holding the external device connected to an image input device or it cannot generate the digital 
signature corresponding to image data and an alteration and forgery are made to output data, it 
becomes possible to constitute and employ the whole system so that they may be detected using the 
public key of the above-mentioned equipment or the above-mentioned photography person. 
[0083] Therefore, it becomes possible to guarantee that it is data with which the image data was 
photoed by the operator who was being generated or holds the external device with the image input unit 
to be sure, the certification capacity as a factual proof can be given to digital image data, and it can 
prevent now un-arranging [ to which an application will be limited ]. 

[Translation done.] 



* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the configuration of the image input device which is 1 
operation gestalt of this invention.* 

[Drawing 2] It is the block diagram showing the configuration of the digital camera which is an example 
of the image input device by this operation gestalt. 

[Drawing 3] It is the block diagram showing the example of a configuration of the image input system by 
this operation gestalt. 

[Drawing 4] It is drawing showing the example of data in case an output form is composition with image 
data and a digital signature. 

[Drawing 5] It is the block diagram showing the example of a configuration of the image input system in 
the case of outputting only a digital signature. 

[Drawing 6] An output form is drawing showing the example of the data only in the case of a digital 
signature. 

[Description of Notations] 

imaging method Image pick-up section 

memory for control program The memory section for control-software storage 
work memory The memory section of the working-level month of CPU 
operation switch Control unit 
motor Device right hand side 

memory for recorded data The memory section of image data 
external I/F Interface with an external device 
C-CODEC Digital signature generation section 
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♦IMG Image pick-up section 
PRC Image-processing section 
CPU Central processing unit 
ROM The memory section only for readouts 
DRAM The memory section which can be written 
STRG The memory section which records image data and voice data 
CODEC Digital signature generation section 
I/F Interface with an external device 

PCMCIA Interface based on PCMCIA specification with an external device 
Media Interface Connector Voice input section 
OP-SW Control unit 
LCD Display 
LED Lamp 



[Translation done.] 
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;i/W^^J5gSI5C-CODEC CDrtgBiriBISSnTl^. Sfe. 

cam it, '>t±< t^-^ojEattsarig-rax^x-f 

[0 0 2 7] ±tB© t fc57i^«A*^BiCi5^T. x^C 
O \Zt£%>» 

[0 0 2 8] ; T4i?9)Vm4 t £.tiL 
-So X'('> 5 ^-'U*«^^C-C0DEC «, ^CDW^lCfBtt 
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SnTH*fBffi*s k cani tr-fyi'JUitiST^ 
UXADcau t$:ffl^TD cai (sk cai , I ) Sfl-JS 

cam (sk cam , I) ti, ^^E U ^memory for recorded 
xternal I/F*^LT^»S«»c3ie.n«A^ 

[00293 ^«x-^a: J en^*t^-r^xi'> ? 

[0 0 3 0] ^w^;l^g£tefE 

I ' if-f^mD' cam (s k ca m - 
I) ^Ipkcaii tr-fy^ 

;^*^mE7;i/=fUXAE cain tSfflUT, 

1 ' = Ecam ( p ^cam » ^ ' cam ( s k cam • 1 ) ) 
[0 0 3 1 ] ±a***Stbfc»^-tt. 

D' cam (sk cani) I ) ©ffi^Dcam (sk cam> 
I) CDM£«S&-2n * I ' tf-fy 

^;UW^SD' cani (sk caD , I) <h©M#75W<££, 

[0032] rj§ 2 (Dmmmm) ^mmmmx-it, 
[0033] *mmMmz&^T\t, *k:»^*nBRS 

man £U *r#r*&H*l* p k man , ^-fS^^S* 
*K7JI/=fUXA*E Bail tf*. ±3B£$gfli 

gltffl^ >^-7x-f ^external I/FS^LT^iA 

•Bt4i>f^f-f 0lftB#£i*.5O tt. t : 4 s J9)\' 
•^ftaET^^UXAEnan £&H«P k man tSrtto 

[0 0 3 4].*«X*JC*tt***»fPtt. £TF©ilD 
-f >^-7x-f ^external I/FKSMfcSft, 



(5) 

8 

JgfN&operation swi tchfr £«i£©fg^£A;>J-t5. 
CPUte. ^-®til£?§;*;£, ^memory for contr 

ol programCIEtttSnTt»*iWWy 7 KxTICfo 
T. Jt ^imaging nethod^tiMM&fftBiiotor £49Wb 

• x-*«r7^S^;p»6£j«ffiC-C0DEC HA** - *. 

[0035] cput*t«iii. nmmmton 

-7x-r7.external I/FSrr/rLTjIff T-2>. dttfcJ: 
9, x-f >?^^***J5Ka5C-CODEC tt. 

UXAD Ban ££fTt, cnsofHSffl^T, ±ffi» 

j£ #><£><> 

[0 0 3 6] £©±3K:UT»J«£nfci!!tefltr-*£:-?- 

UT. /^U ^memory for recorded datafxiESStt* 
ftS&SSiitfM — 7i-f Xexternal I/F£^L 

20 S^USGmemory for recorded dataiCfB®$nfc^t 
5^ v^I^^JjfcgBC-CODEC l:AA3n5utt)*0 

[0 0 3 7] £;±CDJ;57i^#A^SS(l43^T, X'f 

[0 0 3 8] f^f v?;Uig££fig 
CPUIt ngEgli:©^ >^-7x-f Xexternal I/F 

so work memory t C PUtlcy^>D— B* 
tAAglrtTM^nfcf ^ y^J«f r-? I 
^TD„, an (sk man , I) SrirffU ^ftSf-fi'^ 

SWT-^Itf^y^^Duai, (sk MB , 
I) j^'JBBmemory for recorded datatcf2@$tl 
■5A\ ftSBSBtccK >^-7i-f ^external I/F£fl- 

ns. 

[0 0 3 9] £&, 8*1*5*-^ t-tnK^TST'-f 

[ 0 0 4 0 ] z^Li£2JkS£MM 
fefiix-^ (Ifcfiix-^ I ' tf-fy^i*D' man 

(sk,„ an , I) t?Z) SS^*ofc«K#tt. x-r 
v^Ug^&SET^UXAEnan iiWp k„, an t 

1 ' = Eman ( P ^ man » D ' man ( s km a n . I ) ) 

so [0041] ±sc*«j«iUfc«'&tt. 
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•6, D' ^ (sk man ', I) ©ffi*<D ia n (s 
k nan , I) ©ffitttSfc*. * I ' 

[0 0 4 2] Lfcj&^T, :®i5/i!*iA*y^rA 

[0043] im3(D^mmm) *3iMMm-c\$, 74 

A*««KS5ttSn*^«S«tH#0»?B««t IT 

«s^7jSrJt-fe. x*s>*;u*«£jb8©3MSS*£JIT© 

[0 0 4 4] ^r-f i?5>)Vm&$L& 

I 3:, ^g&SBtOM — 7i-f ^.external I 

^^.^-Y^^^^Dman (skm an . I)£fr^U 
^n^^81t<D-f >^-7i-f ^external I/F®^ 

[0 0 4 5] f LT, iOJ:5l:l/Tfe.nft!!l[«f- 
^Itr^-^mDjan (skman. 
Uffimemory for recorded datalcgH&Sn*^, fl-SSg 
itCD'f — 7x-fXexternal l/F$:^LT^g« 
fCSI^nS^. £5Wa^©M7j7&*fT&:b*1.-5. 

[0046] vfhm&tkm. 

[0047] c$ 4 ©£%&&] **«s»*-ett, 7^ 

S^;Ug£7Jl^UXA£LT:2^ggl^£ffl^, S*^ 

[0 0 4 8] 1 rJi?9)im£&.tiL 
CPU1J, ^g&gg£:©-f >^-7x-f Xexternal I/F 
*^bT«#S«3&»6»«ils kman tf-fyi'M* 

work memory tCPUiliy , 7>o-Ht5„ ^Id, ± 
!EBlJ*A:&glll*3T»j«Snfc7 f >f I 



(6) 

JO 

^5 Oman (sk man , I) £§t^U ^©fr»ilS:S£ 
5*4 3?*;U*«£j*fi5C-CODEC KA^TS. 

[0 0 4 9] ^-f ^*;U**£j*a5C-C0DEC tt, A££ 
tlfcx-^Dman (sk Hn . D IcfcfL. D cam (s 
kcam - D m an (s k ma n . D ) ©ffr**£frU 
©ffr»l8JM^S>*;MW(tLTttia-r<5. £©£-3 

(sk cam , D man (skman - I> > t«« ^'J* 
memory for recorded datafciE®£ft5a>, fl-gBggi: 
10 o^f >?-7x-YXexternal I/F?r^LT^g|5gg(ci2l 

^ns^ &-&^«-E-©jsg^^fT^^n-5„ 
[0050] iftfli^-^t-tnjcwis-r*^^ v 

[0051] ^ wjim&mm. 
urn?-? mm?-? 1 ' t-r-f s>*;p**d' cam 

(sk cam , D ma „ (sk ia , I)) fT*) 

20 ^IE7;U=f'JXAE cam iiiHUp k cain , *«tZfl»# 
SUKHW©^ v^g^&SET^UXAEman £ 
»»P k man Sffl^T, 

I ' = Eman ( P k man • ^cam ( P k cam , D cam 
(s k cam , D|„ an (s k man • D ) ) ) 

[0 0 5 2] iLiTT. ±S/W&S£b7c 

30 f?2>. 

[0053] ±f5©*iS^Ttt, x-r -JZivm 
«K©«#%>iS!K&4. .BMfcA2j&*£M?mi 

t©ps# am* L-fcx— * s-t-ora/^c^^to 0 fc < £ 
is. ttffi-*-*;i£t>nJi£-c*<&. s&k, «^s«©x 
>f ^^;PS«*j«7;uJUXAD Ban £efc{$!A7j=gg© 

rt«CB1ibT*5#, feffitts k ma n (DZhZm^mWiZ 

40 [0054] tmscDmmwm EEiBttwtffl^ 
jisi-»4fflsafii6Htpi«-e»5. 

[0 0 5 5] r^yj'mM 
CPUlt ?*tfeA*^Brt©»#S5iniaging methodT^ 
« Stifcr-f i?^^*«f I ICS* 1/ c (I) ©fr# 

50 sutTb. ^ntrioff^nsm^Sx-^c <n ssfc 
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^£D cara (sk cam , c (I) ) t^/^E 'J ^memory 
for recorded datafciEa£n575\ ngCSStO-O 
^-7x^Xexternal I/F^^bT^g|5g«tCiMbn^ 

[0 0 5 6] ^ S?»Jl/gfejft«E 

fesx-^ mm^-fi' tf^y^mD' cain 

(sk cam , c (I) <hT3) ftS»7flfcofc*tt#tt, 
cam ££ffll^T, 

c ( I ' ) =E ca]]1 (p k cam , D' cam (s k cam , 
c (I) ) 

*<j*ostt?*^5*»**B-r*. ft&, *a#*»ffiiis« 

I ' =c"l (E cam (p k cam , D' cam (s k cam , 
c (I) ) ) ) 

[0 0 5 7] idT, ±SC35SJ5£itbfc*-&tt, tB^x- 

I ' *«±ffi?*«A*S«T7ii*Snitlft* I TtefttAlifc 
SCSotHi. f D' cani (s k cam , c 

(I) ) Offi*»D cai (sk cai , c (I) ©ffiittS 

cam (skcan, c (I) ) iOS*«m^, O^-f 

f&^x - ^ t i±ft ^ t m m ? & c £ a*T? # * . 

[0 0 5 8] CSg6®fftffiK?ffi] *H»ffiT«, BMfe 
v^Jl^&TJl/rf'JXAt LT^H^Pg^^ffl'^, 

^T, 0 2£ffll>TI&BJT£o 
[0 0 5 9] ^r-f v^JP • ft:*5(£>*i5fc 

IMGIiMTSO, ;tt^£ft-5$c¥#£JiI£LTtt 
tf^!:^It'5. PRCttH^©aa5T"«.f9, ±8E» 

[0 0 6 0] CPUIJtMS^iTSiO. ROMtCfB 

is. L mm co / ^ u s&t * o , -uro ^ 7 a ^ffi&s % 



(7) 

h^'x7SBB1tf*. ±IBDRAM«f!^*^pItgft^ 
^ U WC* 0 . C P U*«tt»*ff ft 5 fcJ&Off 

[0 0 6 1 ] STRGti^t'jmO. fflJKLfcl&fgi 
x-^^x-^&3t^«^<0— SBSrlBSTS. CO 

io [0 0 6 2] I/Ftt*HSffcO'f>i'-7i'f^ 
PCMC I Atifl-gBJggtWPCMC I A^iC*-0*< 

V7h7i7, tf^-^Sr^tfi-^^U^ 

*£JK*b«2Hg^fc3E*'rs. OP-SWttl*fe«, 

LCDttr-i'A7'K- LED(i7>7"t$D, Hft£ 

ao [0 0 6 3] ^C0j;5ft«fi£iC4oV^T, ^ATJt&tt 

©^gfitco-f >^-7x-i'7> I /FlCft^^n, tt 
«fftt. »f^ffiOP-SW*»6jWI?©ffi^tA*-r*. 

[0 0 6 4] CPUtM8iH 1MmWt.<D't>9 
-7i-f7 I/F£?TLTii«U ^«SStCfB1ft$n 
T^5«liT-f ^;i/^££j&7;Urf'JXA, 43,fc 
tf#*7ftiCfB1t$*aT^-5^ii£xV ~J5>)Vm%y$L 

so j&wxV • x-^£J±^Lfcx-^fc*fT -s>T : '<' 
[0 0 6 5] ±iB*HBbfclft«x'-*£»#lx&iFJ»7 i 

KiBfiksn***, >^-7i-fx^L 
-5. ft*, tit?, ftifbT^snfcx-f • x- 

[0 0 6 6] ::T, ^JfiJgJSOT*^^^^ • 77^7 
40 fc^^SxY^^^S^B^T^UXASDcan . % 
$tt£s k C ani , x-f 5?^;P*««aE7;U=f'JXA*E 
cam. ^nM£pk cu if*. ±?Bt ; -i' 

S^^SPCODEC«3|*ia5lwlEtS$nTH5. 

EEttSEftT^UXAhttROMJCffiliSnT^*. 
[0 0 6 7] Sfc. *#S«HJR«)6nTl»*»ieit* 
s k man , 5V S^USS^tfT^UXASDnan t 
L. WlSrsttlBftSpknan . f^y*m«ii7 

;i/=/UXASE B an it*. ±SBt : ^ v^^U • 5fc 
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P k caB , ±E««fi«fc@W©7 s -rs>*;wis*ii<0 

T^^'JXAEnant^MttpkMn , *J:tffflftS£lfe 

51>f^f-f 0&fiE#<!:P?.$O ciia^nx^s. 
[0 0 6 8] ±EO±5ftf-f • #*5t~i5^ 

[ 0 0 6 9 ] x^£v£ikS&£^ 
Sfc^Stf^x— * I A^x-^Dcam (s k cam , h io 

(i) ) ££f£u *-nsn»&«£«M'>*-:7x-f 

s k man tf-Cy^m^T^iUXAiDnan £ 
fflHT. m^nxmfcy'-^D cm (sk ca|l h 
(I)) *fflHTD ian (sk man , D can <s 
k cam , h (I) ) ) ©ttS^ifrb, -tOMMS* 
ftgBSBttfK^-^x-f ^external I/F£tf-b 

[0 0 7 0] ^LT. ^Oi^tLTM^nitf^^ 
^JV ■ I tf-f i?9)im&D mTl (sk man , D 20 

cam (sk cani , h ( I ) ) ) 14. ^^E'JpBSTRGJC 

E»sns*». ^SBtro-f >^-7x-txpcmc 
[0071] sit. awsnfcx-^t-enic^-r* 

[0072] xw i?*)),m£mu. 

D' man < s k man . D cam (sk cai , h (I ) ) t 

fa) ts^air3fc«ffi#«» awsufcH*©^ 

^^*«*ffi7;^'JXAE ia n.t4iiB«IP kman • * 
T> 

h ( I ' ) =E can i (p k cam , E ma n (P k man > 
D' man ( s k man > D can (sk Cffl , h 
(I) ) ) ) ) 

[0073] ci^t, ±*3&«*itufca^tt, e»x- 
tt. e*x*-* i ' jo«±ffi*flfafi«**»«anfct#K; 

±E#*5TSIJISan&x*-* I T?ttfc^x*-*Kfc"3 
T&fc>-£, D ' man (s k man , I) ©fiS^D 
man (sk m an, D ©ffitteSteS, *5^(if^v 
j'JhT-^r tf^^HfiD'm, (s 
kman. D t©l** s S6*. <Z>^fn^(Dl§£-T;& 
0. ±E«#S«* t «ttSnfct§rC±E*^5T»« so 
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[0074] i^vmvnmwtm &.±\zvm bfcas 1 

1t&±tfifc(SAa->XxAl4. #589I©*f*K:-&3;ft 
-5. Ifc&A^Sfifcta^T&SEa^Sa^fc^&fclBfe&A 

[0 0 7 5] gmc&l^T, image input devicetefg 1 
~^6©|ligJKffi©i*ftA^S«> portable devicete 
dtie.«external I/F£^bTig^£ 
ntH5. check devicettx-f S?*;m«tt6EB! 

3£SSfrf £fca6GDSB, portble device2 ^portable 

device ,!:|i]«©SI#S«T?*»3. I/F^LTgl 

[0 0 7 6] 0»J;U£. ^SEgBcheck devicefi. i*#A 

t> mm ic @* © x 1- * )um&&m. 7 )v =f u x a e cam 

t4iBBttpk C ai. fc<fctf««fi«lcB#©xV 
*6tftliE7;i':J'JXAE Ban t&Hfcpkman 

? )im%®m7 XAE cm i4iH*pk cain » 43 

«fctf±ExV ^^^S^fET^^UXAEman 

Hp k man ^te^LfcSISgBportable device2£Jgi^ 

[0 0 7 7] Image «»»©*f*T-*0. ftfllXASI 
**SH&*f*Iiiage *»»LT»«Lfcf-f 5?*;HBMfcx 
-^t5*IT'*-5. fc*3, ±IBj»^SSpor table device2 
tlwmcQSt^g^portable device Srexternal I/FSr^" 
UTlg^L/fcB*#A^g« image input device^KES 
Bcheck devicet^^c: tfeBltgT'fe-So 

[0078] i a (#B&&t*ffii83ft. -t 

tlfrb) T-f 5>*;UB££ricWC-C0DEC *J:^«S« 

t©-r >^7x-Xexternal I/F^LTSI^gBport 
abledevice <D'M&< th— J5lzAl]2ftZ>t)\ xV v 5 
*JI^££j$BBC-CODEC t-f >^7x-Xexternal I/F 

a. 

[0 0 7 9] OePTBAyfc + OfB^tt. A^Sr^T^ 
jffiSfcSU xV 5^;U*£±J&»C-C0DEC *3«fctf»W 
^Mportable device <Z)^/j:< ife— *d^©*^tt5^ 
t, tt^x-^ I i^^^UTUi^-rs. C(Di:#©m 
t>M3.<Dm&. m4\Z^t. 04(1 RIt-?IW 
©S*»x-^ I fc*H" 5fd'y3'^f : Si:* 1 IfeSnT 
t> t $ i S <3 t3 $ tlT t » -5 cb -5 . 

[0 0 8 0] «±fflHWlTtt. B*«x-^ I 

t^CD^x-^ I (C^-r^xW i?5>)Vm&tifi\&tli£ 

^5.7COW$8^tt7CT^-2>7;i/a*UXAS:ffl^a«-& 



^^¥9-200730 



(9) 



15 

[0 0 8 1 ] ft£, #3B9J©;tf*tt. JB6©*Jfi»«8T 

xB^fc^V v^JU • ;fc*5tcEg£nft^. 7,^ 

A, OCRfi«<S©«HftA*S«K*5SWS3afflpIHlT 

»o. *ne>ir»rti:-r*«ffi¥a!*-&ii>fci!fe«A*->^ 

titffi IC SSffl T £ & £ £ «H -5 £ T ft ^ „ 
[0 0 8 2] 

bt^5 Jffi^Tft ^ & cd ^ fc*t JST 5 x-r 

^«±tEii*#©£:im§i£ffl tiT-tne. s«m-r * ± 5 

[0 0 8 3] Lt*bT. ^©^■r-^^dMC^O 
K»f^©ffi»ibT©KiSl£a*#*4 ffl 

ft3o 

[0 1 ] *569i©— *«#JB"e**BMftAaS«©fllJ5JE 

ti2] **Jfi»l8K:«t«i*{llA*fi«©— WPSSt* 

-f • ^^7©«fiK^^-r-/n-yi7 0T'$>?>. 

[0 3] *^J6»J8fcJ:-BI*«X*->^7 : A©«!««S 



[04] ffl^jSjWfctftx-^tT^ s^;u»*£©-& 

[0 5] t^S^U**©*^*-*-*^©!**.** 

[0 6] tB^jj^a^T*-^ y^;i^s«©*©*^©x— ^ 

[flF#©aftWJ 
imaging method flif^cH? 

memory for control program 7 h "^xTffitt^ 

©^UW • 

work memory C PUW^fflO^^'JgB 
operation switch SfPoE 

motor 

memory for recorded data SSHfcx— ^©J^USB 
external I/F ^a5S«t©-f >^-7i^X 
C-C0DEC ^S^l^&ifeJSW 

IMG ji^as 

PRC B^SSE 
CPU >f&ft#£tt 

ROM ^rtiL^fflW^'JgB 

DRAM M^-tf^^Iffift^'EU^ 

STRG Bfelllx-^^y-^fcEST* 

CODEC ^^^^m^^ss 

I/F ^«SBt©-f >^-7x-f^ 

PCMCIA MSttCP CMC I A&t&KgtK 

-f >^-7i-f7v 

M I C ^PXtl^ 

OP-SW Jtf£S$ 

LCD r^X7*K 

LED 



[02] 



IMG 



CPU 



PRC 



DRAM 



CODEC 



ROM 



STRG 



MIC 



I/F 



PCMCIA 



OP-SW 



LCD 



LED 



[04] 



[06] 



signature 
corresponding 
to I 



signature 
corresponding 
lol 
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[01] 





operation 
switch 












C-CODEC 






external l/F 










work 
memory 






mermxy 
for 

recorded data 










CPU 






memory 
for 

oontrot program 










imaging 
method 






motor 





r 
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[03] 
Image 



external I/F 











I. 






image 
input 
device 


C- CODEC 
sk_cam, D_cam( ) ) 








portable device 
sk_man, D_man(>) 















I and signature corresponding to I 



check 
device 



pk_cam, E_cam(,) 
pk„man, E_man(») 



portable device 2 
pk_cam, E_cam(,) 
pk_roan f E_manQ 



RESULT 
(OK or NG) 



I/F 



[05] 

Image 



image 
input 
device 



C-CODEC 
sk_cam, D_cam{,) 



I 



external I/F 



portable device 
sk_man, D_man(,) 



signature corresponding to I 



check 
device 



pk_cam, E_cam(,) 
pk_man, E_man(,) 



portable device 2 
pk_cam, E_cam(,) 

pk_man, E_man(,) 



RESULT ^I/F 
(OK or NG) 
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(5i) int. ci. 6 m&m* irftmmmn fi &wm*mm 

// HO 3M 7/30 HO 4N 5/91 P 
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